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Introduction 

This Article attempts to demystify role and liabilities of a WhatsApp group admin in today’s 

world. With evolving technologies the world is speeding towards technological advancement and 

technology based intricacies. The Article is pin pointing towards the present lacuna in the Indian 

Penal Code where there is no discussion regarding vicarious liability of administrator of 

WhatsApp group.  

In the respective Article the author discusses one of the latest Bombay High Court judgment and 

how the court decided the matter in favour of respondent by not only granting him bail but the 

court also quashed the whole proceeding initiated against Mr. Kishor Tarone. The Article has 

successfully discussed the major viewpoints of Bombay High Court and how the present day 

ruling is going to impact primarily information technology act that proscribe punishment for 

publishing and transmitting obscene material in the electronic form. 

We are all members of many WhatsApp groups, whether we like it or not. In fact, almost 

everyone is involved in more groups than they would want. From project groups to groups for 

every legal file that comes into the office, to the random temporary group that was made for a 

quick chat, to the extended family WhatsApp group (complete with those sickening good 

morning flowers!).As a result, our phones are littered with WhatsApp groups of various sizes and 

forms. 

So far, it's been all fun and games. However, things take a turn for the worst when we start these 

groups or are given the coveted title of ‘Group Admin.' Is being a 'Admin' truly a privilege, or a 

potential responsibility? To put it another way, what are the ramifications of this? Can there be 

legal implications for (mis)managing a group or neglecting to monitor messages/content, for 

instance? With enormous administrative powers come enormous responsibilities? 

These are the questions that the Bombay High Court recently answered in Kishor v. State of 

Maharashtra,(2021 SCCOnLine Bom 654). In this case, the Nagpur Bench of the Bombay High 

Court received an application under Section 482 of the CrPC challenging the charge-sheet that 

listed the applicant as an accused. The applicant was accused with being a WhatsApp admin (a 
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role that many of us have held) of a group in which one of the members reportedly used filthy 

language against another member of the group. 

The charges against the admin were serious: "sexual harassment and punishment for sexual 

harassment (S. 354-A, IPC),""words, gestures, or acts intended to outrage the modesty of a 

woman" (S. 509, IPC), "punishment for publishing or transmitting obscene material in electronic 

form" (S. 67, IT Act), and "abetment of a thing" (S. 67, IT Act) (S. 107, IPC). 

If you're thinking if these accusations are a little too harsh to be levelled on a group admin, let us 

clarify the record and tell you that this was not an innocent mistake. 

In Karnataka, for obvious reasons, a WhatsApp group admin was arrested in 2017 after one of 

the group's members posted a "obscene and ugly" image of the Prime Minister.
1

 Law 

enforcement agencies have recently attempted to give such arrests some credibility, particularly 

during this period of the pandemic. 

The Office of the Special Inspector General Police, Maharashtra Cyber, for illustration, issued a 

‘advisory for WhatsApp users and admins during the Covid-19 pandemic' in April 2020.
2
 Both 

WhatsApp users and, in particular, WhatsApp group admins were given a list of responsibilities. 

Previously, the Jharkhand government
3
 and even a District Magistrate in Jammu and Kashmir 

have issued similar warnings. Failure to follow these responsibilities, according to the 

Maharashtra Cyber Cell guidance, will result in criminal culpability under different parts of the 

Disaster Management Act, the Indian Penal Code, and the Bombay Police Act. 

One of these repercussions, interestingly, was a violation of Section 68 of the Bombay Police 

Act, which specifies that "all people shall be compelled to conform to the reasonable directives 

of a Police officer given in the performance of any of his duties under this Act." The question is 

whether such orders against WhatsApp administrators are appropriate. 

“A group administrator cannot be held vicariously liable for an act of a member of the group 

who posts objectionable content unless it is shown that there was a common intention or pre-

arranged plan acting in concert pursuant to such plan by such member of a Whatsapp group and 

the administrator,” according to the Bombay High Court in Kishor v. State of 

Maharashtra,(2021 SCCOnLine Bom 654). 

                                                 
1

https://scroll.in/latest/836390/whatsapp-administrator-member-arrested-and-released-on-bail-over-alleged-

morphed-photo-of-pm-modi 
2
 https://drive.google.com/file/d/1qQQmBmoDgYyQqJvrM1L7bZjwJLdJadPh/view 

3
 https://www.indiatoday.in/technology/news/story/cops-say-whatsapp-group-admins-to-go-to-jail-if-rumours-

spread-through-app-346560-2016-10-14 
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In other words, the fact that a WhatsApp admin occupies such a role within the group does not 

make her liable. As a result, even if the admin does not remove the person who uploaded the 

harmful content, he/she is not responsible. 

In Ashish Bhalla v. Suresh Chawdhary (2016 SCCOnLine Del 6329), the Delhi High Court 

declared that an administrator of a group cannot be held accountable in a civil defamation 

lawsuit. The Delhi High Court has ruled - 

“When an online platform is created, the creator cannot anticipate any of its members to engage 

in defamation, and defamatory words made by any member of the group cannot hold the 

Administrator responsible for them. It's not as if any of the Group members can't submit 

statements on the mentioned platform unless the Administrator approves them.” 

Another aspect of these instances worth looking at is the routine implementation of the 

Information Technology Act of 2000's requirements. In this regard, the Bombay High Court 

clarified that an operator does not publish or transmit content over the internet just by forming a 

group. As a result, the Court made a distinction under the Act between a basic group admin and 

an intermediary. Any person that receives, stores, or transmits an electronic record or offers any 

service related to that record on behalf of another person is referred to as an intermediate. In 

most cases, a group's administrator does not maintain or receive electronic documents on behalf 

of another member. WhatsApp, on the other hand, is undoubtedly an intermediate because it 

serves as a channel between two or more people.   

To cut a long tale short, the Courts have correctly recognised that the admin of a WhatsApp 

group has limited power and that her functions are equal to those of any other member in both of 

these cases.  

Apart from creating the group, the only privilege an admin has, according to the Courts, is the 

option to access or remove members from it. 

However, it's possible that the current admin isn't the same individual who started the group in 

the first place. For example, Junaid Khan,
4
 the operator of a WhatsApp group, was arrested and 

charged with sedition and other IT Act violations. Junaid, on the other hand, did not create the 

group; instead, after the original founder left, he became the admin by default. While the High 

Court's judgement does not directly acknowledge that many administrators are inactive, it is 

evident that the Bombay High Court's interpretation of the law must come to the aid of those like 

Junaid who have been victims of a negligent police force.   

                                                 
4

 https://scroll.in/latest/887604/madhya-pradesh-man-in-jail-since-february-for-whatsapp-forward-family-says-he-

was-default-admin 
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In reality, according to the Bombay High Court, the law must protect both Junaid and the active 

admin who founded the organisation. Regrettably, issuing irrational threats to admins via legally 

dubious advice simply serves to demonstrate that an admin is more powerful in the eyes of the 

police than in the eyes of her own users. 

Of course, there are limits to what one can say on a public platform, and there must be 

repercussions in some situations, but in some circumstances, a narrowly focused defamation 

lawsuit against the statement's originator may be adequate to address the damages.It is past time 

for law enforcement agencies to take note of the preceding judgements and stop from arbitrarily 

dividing members and administrators and pursuing spurious cases. 

Conclusion 

With aforesaid cumulative discussion the author is of considerable opinion that, recent Bombay 

High Court judgment will serve as great precedent against all future frivolous and vexatious 

allegations. The bench comprising Justice Z A Haq and A B Borkarwas rightly held that the 

power to regulate, moderate or censor the content donot attracts any penal provisions. But if the 

administrator voluntarily indulge into an activity which is actionable under law, such a person 

can be held liable for his/her actions.  

Conversely in 2020, The Madras High Court has denied anticipatory bail to a WhatsApp group 

administrator and a member of that group for posting a photograph of Industries Minister M.C. 

Sampath along with a message that he is missing during the COVID-19 pandemic. Similarly 

there are other circumstances where High Court has declared content on WhatsApp as “anti- 

national”. Hence, with conflicting decision on the similar contention of law may create lot of 

confusion among general public and various government bodies. A proper regulation and 

provision under Indian Penal Code is need of hour where proper distinction must be made that 

“not every dissent amount to disaffection and defamation”.  


