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ABSTRACT  

The banking sector continues to play a vital role in every nation’s economy. It stands as a 

necessary aspect for every nation since it meets all of societies credit demands. India’s 

economic potential is focused on it’s strong banking structure. The incorporation of IT into 

the banking industry has altered the way the banking sector operates. Banks have no choice 

but to implement this recent update in order to thrive in today’s globalising economy. Internet 

banking, often known as E-banking, is a word that refers to and encompass the entire 

spectrum of innovation in financial activities. There are several legal concerns connected to 

electronic transactions processing at banks, and the necessity to address them by amending 

certain existing acts and promoting legislation in a few previously unforeseen areas has taken 

on urgent importance. In various areas connected to electronic banking and payment systems, 

legislative support is required to protect and defend the interest of both the clients as well as 

banks. Where the integration of the IT sector and the banking industry enhances the life of all 

humans, it also serves as a scourge for a segment of humanity. Along with the other banking 

frauds, E-banking fraud emerged as a serious problem for today’s banking sector. It entails 

illicit banking operations conducted via the use of electronic communication devices. India is 

witnessing a digital revolution and going cashless provides many benefits for economically 

developing countries such as India. So, it comes as no surprise as one of the tenets of the 

digital India mission is the establishment of all “faceless, paperless, cashless” India. 
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INTRODUCTION  

E-banking refers to Electronic Banking. It is a computerized rather automated delivery of 

modern and traditional banking services that provides to its customers, an electronic facility 

for business and commercial transactions.  In today's frantic world, e-banking is the most 

convenient way to do banking activities. E-banking, also known as Internet banking or virtual 

banking, relates to the ability of any user with a computer and a browser to connect to his or 

her bank's website and use any of the virtual banking services. Basic as well as exclusive 

services that are currently being offered with online banking, are almost impossible to avail 

off in regular banking. E-banking includes services including transferring of funds, checking 

account statements, creating personal bank accounts, paying bills or various utilities and 

services, locating the nearest ATM, obtaining financial information, applying for loans, and 

so on.  

Nowadays, all banks provide online banking facilities to their customers as an additional 

advantage. All consumers can now transact across borders due to online banking. Gone are 
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the days when one could only transact with a bank within his or her own state rather than 

within local limits. E-banking services include: - 

1
ATM: - One of the most common and significant services supplied by E-banking is the 

automated teller machine. It is more than simply a cash withdrawal machine; it also allows 

individuals to check their account status, transfer funds, deposit funds, change mobile 

numbers, and reset their debit card known as personal identification number.  

Internet banking: - A banking service offered to individuals that allows them to complete a 

number of monetary and non-monetary transactions via the Internet, utilizing the bank's 

website or application.  

Electronic fund transfer (EFT): - Money transferred electronically from one bank to 

another is understood as electronic fund transfer. It covers, Direct Debit, Wire Transfers, 

National Electronic Fund Transfer also known as NEFT, Real Time Gross Settlement also 

called RTGS and Electronic Clearing Systems understood as ECS.  

Mobile Banking: - Majority of the banks have designed their respective mobile applications 

through which one could perform transactions. Along with a smartphone and Internet to be 

the fundamental requirements, a mobile application, and mobile banking service activated in 

the user's bank account is also vital and necessary.  

Debit card: -Debit cards are definitely used in a variety of transactions in our daily lives. 

Debit cards are linked to the client's bank account, so to pay at point of sale (POS) outlets, the 

consumer merely needs to swipe the card. The payment is debited immediately from the 

customer's account in this manner. 

Credit card: -A credit card, like a debit card, is a payment card that banks issue to customers 

after checking their credit score and history. It enables the cardholder to borrow funds and 

make payments up to the pre-approved limit and amount. The banks that issue the card 

determine the card's limit. To use a credit card, the cardholder must commit to repay the 

amount borrowed within a particular time frame, as well as pay various charges and fees.  

2
Point of sale (POS): - The point of sale system refers to the point, in terms of date, time, 

and place, retail outlet (where a person makes a payment, using a plastic card, for the 

purchase made or services received.  

Electronic Data Interchange (EDI): -  It is a new method of electronically transmitting 

information between businesses using a standardised format that was previously physically 

provided or paper -based.  

3
 Hence, Internet banking may be identified as a form of banking in which funds have been 

exchanged between financial institutions using an Internet based medium rather than a 

physical exchange of cash, checks, or other negotiable instruments.  

                                                           
1
 Says, A. G., Geroge, A., says, D., & Dom. (2020, April 24). What is e-banking? definition, services and 

benefits. Business Jargons. Retrieved October 1, 2021, from https://businessjargons.com/e-banking.html.  
2
 IBID 
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IS INTERNENT BANKING CONISDERED BENIFICIAL OR A BANE TO THE 

ECONOMY? 

The setup of Internet banking is comparatively cheaper to the banks and thus, it is leading to 

the introduction of a lot new trends in the banking world. Transparency is highly encouraged. 

Making exchanges and install men’s directly from the so list off personal comfort without 

reaching out to any bank branch that non might want to forgo makes comfort a very 

favourable aspect for anybody. When compared to going to the bank for the same very task, 

monitoring through the Internet is quicker and more efficient. Internet based, updating 

records, inquiring about loan costs for various monetary objects, and so on have all become a 

little less difficult. Better interest rates primarily as a result of the bank's usage of Internet 

banking, imply rather is a result of less physical effort on their part. To make it viable for the 

banks, a portion of the invested money can be returned to clients in the form of better interest 

rates on deposits and lower interest rates on loans.  To strengthen Internet banking, most 

banks provide minimal or no store representation and minimize penalty for early withdrawal 

of Fixed Deposits. Technology has made it exceedingly simple for both the bank and the 

client to gain access to a plethora of excellent administrations by simply entering into their 

respective accounts. These administrations incorporate budgetary planning capacities, 

beneficial planning and measuring apparatuses, advance financial analysts, speculation 

investigation apparatuses, and value exchanging stages, all of which are accessible as basic 

apps on the bank's website. Furthermore, most banks provide the office with online tax 

papers and assessment readiness. The versatility of internet banking gives the user with 

boundless adaptability, allowing them to conduct financial transactions even when travelling. 

Another significant advantage of the notion of Internet banking is that it is environmentally 

friendly because it minimizes the use of paper, reduces pollution because individuals do not 

need to travel physically, and does not involve any type of emissions. It provides 24-hour 

access to the bank account and also sends notifications and alerts to keep the users up to date 

on banking transactions and rule changes.  

4
Whereas, Online transactions have a detrimental impact on the relationship that the 

traditional visit to the branch office used to create with investors. When asking for a speedy 

advance approval, exceptional help that may not be available to the general public, a personal 

relationship with the employees in the banking sector comes in handy. The chief has a 

plethora of optional powers, such as postponing reformatory admission or administration 

costs, which are generally used by Senior employees rather managers. There are various 

detailed exchanges that cannot be resolved until there is a night why discussion with the 

supervisor, which is impossible via Internet banking. Explicit complaints and objections 

require a personal visit to the bank and cannot be handled via the Internet. To assist in 

resolving a variety of unforeseen assistance situations, digital communication is neither clear 

                                                                                                                                                                                     
3
Dun & Bradstreet. (n.d.). Electronic banking. All Business. Retrieved October 1, 2021, from  

https://www.allbusiness.com/barrons_dictionary/dictionary-electronic-banking-4953676-1.html.  
4
 R. G., By, -, Garg, R., & here, P. enter your name. (2020, December 18). Legal issues in internet banking. 

iPleaders. Retrieved October 1, 2021, from https://blog.ipleaders.in/legal-issues-internet-banking/.  
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nor specific. Certain administrations, such as permission and bank signature assurance, are 

inaccessible via the Internet, resulting in complex transactions. Security is one of the most 

significant risk of the Internet banking plan that the client should be aware of. Regardless of 

the multiplicity of advanced encryptions of the multiplicity of advanced encryptions quote 

meant to secure once data, there is always a risk of hacking by astute components in the 

digital world. Programmer attacks phishing 5, malware and other unauthorized activities are 

ubiquitous on the Internet. Fraud is another major source of concern for people who rely on 

Internet banking. Most banks have made it essential to display filter duplicates of cleared 

cheques online to prevent data fraud.
5
 When opening an account and commencing to use 

Internet-based financial services, it is critical to evaluate the bank's security policies and 

assurances.  

Guidelines by RBI to Control Risk Due to E-Banking 

Bankers are under legal obligation to not keep any anonymous account or accounts in 

fictitious name or in the name of persons whose identities are not disclosed. Banks must take 

a comprehensive approach to transactions involving substantial amount of money or 

transactions that are unusual. Key indications have to be set by the banks for such accounts 

on the basis of customer’s data, background, funding sources, and so on. Accounts of bullion 

dealers and jewelers should be audited and put under scrutiny on a regular basis.  Suspicious 

transaction reports (STR) must be sent on a regular basis to the Financial intelligence unit- 

India FIN- IND). Again, risk categorization must be reviewed on a regular basis. Monitoring 

the records of multi-level marketing organizations must be reviewed on a daily basis as they 

deal with public money with the promise of higher profits and better returns. When banks 

suspect anomalous activity, such as a high number of cheques with similar dates and 

amounts, they should notify the RBI and FIN- IND. Presence of parameters of risk perception 

should be vital and customers should be classified as low., made him, or high risk depending 

on the type of the commercial activity, the location of the customer and his clients, the 

manner or mode of payment, and their social status rather standing in society. KYC 

adherence policies are internal orders that should be well versed with KYC policies and 

procedures. They should check to see if any procedures being followed in the branches surely 

comment and report on any issues they find. Furthermore, this must be communicated to the 

board's audit committee on an optimum-basis. As a result, before issuing such cards, bankers 

should confirm that the relevant KYC procedures are in place, according to the rules provided 

and such procedures should likewise be applied to the agents. The banks must keep track of 

information pertaining to transactions and must be able to reconstruct individual transactions. 

Banks should file an application to report if a suspicion arises about any transaction and if 

required to provide customer account information to financial intelligence unit of India. Wire 

transfers are funds which can be transferred across the globe. It’s the most preferable mode 

used by terrorists. Any suspicious transaction has to be reported immediately to FYI and- 

IND.  

                                                           
5
 Sarala. M S, & Basavaraj, D. K. (n.d.). E-banking frauds and RBI Guidelines. Retrieved October 1, 2021, from 

https://www.inspirajournals.com/uploads/Album/512859974.pdf.  
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LEGAL FRAMEWORK OF INTERNET BANKING IN INDIA  

Banking rather the Banking Sector in India is majorly regulated by the Banking Regulation 

Act, 1949, and the RBI (Reserve Bank of India act, 1934), whereas the electronic records and 

systems are governed by the provisions provided in the Information and Technology Act, 

2000 as amended in 2008.  E- banking has made banking easier, it has also posed new 

challenges and risks, such as operational risks security threats, private concerns, customer 

satisfaction, and taxation. Internet banking cannot be considered a separate business, it is 

simply banking through electronic channels, and it is merely an additional service applied by 

banks. In India there are various laws that govern Internet banking such as;  

Information Technology Act, 2000 

Being the primary in India that deals with cyber-crime and electronic commerce, it is 

assumed to have a directly targeted impact on the operation of online banking in India, and 

hence it can be stated that Internet banking cannot be operated unless it complies with the IT 

act, 2000. Highlighting the importance of IT Act, in regards to Internet banking it can be said; 

Any banking transaction next states the scrutiny and retention of various documents, and in 

online banking, these documents are retained and reviewed in electronic form. Only the IT 

act provides legal recognition to these electronic documents. The clause of the IT act 

recognises every electronic transaction. Section 10- a 17 of the act provides for the legitimacy 

and enforceability of an electronic transaction, and so no Internet banking transaction can be 

questioned in a court of law without provisions of the IT act. The verification of these 

electronic records for electronic banking operations should be done in accordance with the 

provisions of this act. Again, several of the legislation dealing to offences and penalties via 

electronic medium are applied to the Internet banking system in some way. If the documents 

are signed electronically or digitally, only the provisions of this act apply. As a result, this act 

would satisfy to fulfil the need of signing a paper for Internet banking. Privacy is extremely 

vital in because Internet banking would not have existed without the surety privacy and 

security.   

6
The IT Act of 2000 established the fundamental legal framework for Internet banking in 

India, thus accordingly the comprehensive and important provisions of the IT Act are as,  

Section 3(2): This section only acknowledges one type of technology (Crypto-function and 

HASH function) for authenticating electronic records. In some countries, this method has 

been kept technologically neutral.  

                                                           
6
 Jain, R. (2021, February 1). Legal framework of Internet Banking in India. International Journal of Law 

Management & Humanities. Retrieved October 1, 2021, from https://www.ijlmh.com/legal-framework-of-

internet-banking-in-india/.  
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Section 4: This provision gives legal recognition to all the contracts and agreements made in 

electronic form.  

Section 72: It provides for the penalty in cases of privacy breach.  

Section 79: It provides immunity to the network service providers and excludes them from 

liability in case of any illegal activity committed through their network.  

Indian Penal Code, 1860  

Most of the Internet Banking related crimes are penalized by the Indian Penal Code. There 

are various provisions of IPC which protect Internet Banking related to fraud, theft, etc. 

There are a number of provisions in the Indian Penal Code that overlaps the IT Act, 2000. 

Those provisions are: - 

7
Data theft, as defined in section 378 of the IPC, can appear in a number of ways, including 

hacking, spreading viruses, destroying computer systems, and with-holdings access to a 

person authorised. As a result, data security becomes critical. IPC prohibits such action and 

safeguards online banking user’s interest. Section 421 of the Indian Penal Code also prohibits 

data theft in India by penalising anyone who facilitates or conceals the data. If any person 

receives the furtherance of any property stolen from an Internet banking transaction, he shall 

be held liable under section for 11 of IPC and shall be punished with imprisonment up to 

three months or with fine or but both. If any person receives the furtherance of stolen 

property through and Internet banking transaction, he will be held accountable under section 

411 of the IPC. This IPC provision is identical to section 66(b) of the IT Act, which prohibits 

and punishes for receiving a stolen computer resource or communication equipment 

dishonestly.  Section for 11 of the IPC (dishonestly accepting stolen property) prescribes 

punishment for any offense done by person as a fraud. The same is punishable under section 

66-C23 of the IT act.  Any individual who commits the offence of cheating while utilising a 

computer it goes without saying that anyone who, with malicious intent, introduces wires into 

a computer system, damages the computer system, organise access to the person authorised to 

use that system is guilty of Mischief, which is punishable under section 425 of the IPC by 

imprisonment for up to three months, fine, or BOTH.  Forgery in Internet banking 

transactions can be done by providing fraudulent electronic papers or other records. It is 

mentioned in section 463 of the IPC. Section 463 that provides “whoever makes any false 

documents or part of a document with a name cause damage or hurt” have been replaced with 

“whoever makes any false documents or false electronic record off a party of a document or 

electronic record with intent to cause damage or injury”. As a result, the term “electronic 

record” has been added to the definition of forgery, and anyone who creates a false document 

or false electronic record in order to harm another person, the public, or his property with the 

                                                           
7
 Pal , N. (2020, July 28). E-banking frauds and Indian Legal Prospective. Legal Service India - Law, Lawyers 

and Legal Resources. Retrieved October 1, 2021, from https://www.legalserviceindia.com/legal/article-3322-e-

banking-frauds-and-indian-legal-prospective.html.  
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ability to commit fraud is consider to have committed forgery. Section 403, 404, and 405 of 

IPC, 1860 related with the banking frauds. Section 403 and 404 deal with the dishonest 

misappropriation of property and dishonest misappropriation of property possessed by 

disease person at the time of his dead, respectively. Sec. 489 A establishes provision for the 

counter feeding of currency notes or bank notes in connection with banking scams. 

There are a number of other criminal activities which the IPC doesn't punish, but are  

punishable under the IT Act.  

Few of them are: -  

1. PC does not penalise anybody who charges the services he/she provides to the account of 

another person by tampering with or manipulating any computer system or networks. Such an 

act is punishable under section 43(h) of the IT act. 

2. Tampering with computer source document to a certain extent it is punishable under 

section 409 of IPC but it is not extensively being described there. And thus section 65 of the 

IT Act deals with it. 

3. Violation of Security/Privacy while transacting online: Punishable u/s 66E of IT Act. 

Privacy while logging, entering password, transacting, is very important in Internet Banking. 

THE BANKER’S BOOKS EVIDNEC ACT, 1891 

The Banker’s books Evidence Act of 1891 was changed with the passage of the information 

technology act of 2000. This modification was influenced by the introduction of E-Banking 

in India. Section 2 clause 3, sub clause (a) of the act defines banker’s book as “accounts 

books or day books or any other day books related to banking activity, whether in written 

form or in any electronic form.” This section attempts to provide a parallel image of the 

return and electronic forms of recording. 

THE INDIAN CONTRACT ACT, 1872 

8
Under the Indian government, the contractor relationship between the parties was covered by 

the Indian contract act of 1872. With the advancement of communication technology, a new 

type of contract, known as electronic contract, arose (hereinafter E- Contract). The 

contractual connection between the parties has taken place in a digital or electronic platform 

as a result of this e contact. Section 10A of the information technology act of 2000 discuss is 

the legitimacy of any contract. The section 10 of the IT act also applies to the Internet 

banking. In the case of online banking, the electronic platform serves as the means through 

which the bank and the customer engage into a contract. 

 

                                                           
8
 Ibid  
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THE PREVENTION OF MONEY LAUNDERING ACT, 2000 

Money laundering is the illegal concealment of the original identity of the genuine money 

holder who received the money illegally. Money laundering is defined as a criminal offence 

in Section 3 of the Money Laundering Act of 2000.According to this law, a person commits 

money laundering if he directly or indirectly seeks or engages in a crime of concealment, 

acquisition, possession, or use, and projects or claims it as untainted property. It is an illegal 

way of concealing the identity, source, and destination of money in order to profit illegally 

from it. Recently developed internet banking capabilities facilitate the money laundering 

process by allowing for direct withdrawal and depositing without the participation of banks. 

In order to prevent money laundering through the medium of e-banking, the RBI took a 

significant step in 2012 by creating a special rule. In 2012, the RBI issued a master circular 

relating to KYC and anti-money laundering status/obligations of banks under the PMLA, 

2002.Section 4 of the aforementioned Act provides for a three-year prison sentence, which 

can be increased to seven years, as well as a fine. Section 11 requires every financial 

institution and intermediary to keep a record of every transaction. This is true for all banks, 

whether they provide physical or online services. This clause contributes to the prevention of 

money laundering via internet banking. 

INCOME TAX ACT, 1961 

Section 40A (3): The account holder receives the benefit of this section only if the funds are 

transferred via internet banking or a check. This part is meant to combat tax avoidance and to 

put all transactions exceeding $20,000 under the bank's scrutiny.                                                      

NEGOTIABLE INSTRUMENT ACT, 1881 

Section 6: The Truncated Cheque and e-cheque concepts were added. These cheques are 

electronic negotiable instruments that are part of online banking. With the use of digital 

signatures, all of these instruments are obliged to meet basic safety standards (which may be 

linked with biometric).  

CONSUMER PROTECTION ACT, 1986 

The purpose of this act is to defend the interests of consumers. It is also applicable to banking 

services. This statute protects problems such as privacy, the confidentiality of consumer 

accounts, and the rights and liabilities of customers and banks.  
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CONCLUSION  

9
There is still a long way to go before online banking can be considered as an accurate 

alternative to traditional banking. Most importantly, Legal and cross- border risk can be 

avoided by using proper customer identification devices, information, screening techniques, 

conducting periodic reviews on compliance with various laws, and learning about various 

national laws (if applicable) and guiding clients accordingly The RBI should ensure 

compliance and policy regulation, and the need for a data protection law that cannot be 

overstated. Security concerns can be addressed by making the bank’s systems technologically 

capable of avoiding operational and security risks. Reputational risks can be avoided by 

testing the system prior to installation, implementing contingency plans to deal with system 

outages, system hackers, securidsty gaps, virus attacks, and establishing backup facilities. 

Customer education and awareness must also be addressed, as technological advancement 

will be futile unless clients are given confidence and made comfortable with the operation of 

online banking. E-banking has resulted in a paradigm shift in the banking industry. One may 

readily access their accounts at any time of day or night via the internet. It promotes the 

growth and development of global trade and business by facilitating the immediate transfer of 

monies anywhere in the world. It has given the company new dimensions. The banking 

business in India has seen enormous growth as a result of advancements in information 

technology, and e-banking is the result of such advancements in IT. With the introduction of 

e-banking, banks have benefited from lower operational costs, fewer employee requirements, 

and more profit. Customers are also provided with dynamic services, as well as the 

convenience of banking anywhere, at any time, around the clock. However, it poses privacy 

and security concerns. Infrastructure drawbacks, among other things, are emerging trends and 

innovations in modern management. If banks carefully consider correct policies and 

procedures, e-banking will develop even more.  

There is no doubt that there is a plethora of legislation in India that aids in the prevention of 

financial fraud. The irony is that there is no special statute dealing with banking scams and 

forgeries. The Indian Penal Code,1860 is always relied upon to comprehend and prevent 

financial crimes in India. As a result, the need of the hour is for legislation to address 

particularly the issue of such fraud while simultaneously addressing all of the concerns that 

have developed as a result of technological advancement.  

 

                                                           
9
 Monisha, Bhudhiraja, K., & Kaur, J. (2018, April 24). Electronic banking in India: Innovations, challenges and 

opportunities. International Journal of Engineering Research & Technology. Retrieved October 1, 2021, from 
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