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ABSTRACT  

Cyber security has become one of the most pressing challenges in recent years, because 

practically everyone on the planet uses a computer. For anyone who enjoys crawling the 

internet, security, safety, and privacy are vital. India has laid down solid foundations to 

defend its citizens from cyber-attacks while also considering the needs of internet users. At 

present, People's personal data is now enormously big, thanks to the necessary forms those 

individuals must fill out when using government, corporate, or philanthropic services. Now a 

day’s the issue of cyber security looms big, both from the custodians of users' personal data 

and from hackers who are out there looking for flaws in systems and processes to steal 

important information and wreck people's fortunes and peace of mind through their criminal 

activities. Many cyber and data protection legislation, such as the National Cyber security 

Policy, the Information Technology Act, Data Protection Law, have proven to be quite 

efficient in preventing undesirable intruders from entering the country. The COVID-19 

epidemic demonstrated that most human activities, such as schooling, many types of jobs, 

retail, and communication, soon transferred to the internet. Computers, networks, and 

communication systems must all be secure. Cyber security is a difficult and fast-growing 

field, so staying current and employing the most cutting-edge defence technologies is critical. 

Even though India has strong anti-cybercrime regulations, the country's biggest problem is a 

lack of public knowledge. Furthermore, implementing laws and regulations for the good of 

the people takes much too long under the policies in place. It provides a thorough perspective 

of users' privacy and data security threats, as well as associated mitigation solutions, based on 

a rigorous and in depth examination of the theme.  

Keywords: - Cybersecurity, Cybercrimes, Data Protection, Cyber law, India. 

INTRODUCTION 

“Privacy is not something that I'm merely entitled to, it's an absolute pre-requisite.” 

                                                                                                                    - Marlon Brando
2
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The Indian government has prioritized cybersecurity as a policy priority started after 

independence at the era of 1990s. However, till know, the environment related to 

cybersecurity rules has remained a hodgepodge. 

In the present situation Privacy become a most important point to discuss because it is also a 

fundamental right of the individual and with the term of privacy it also contains the freedom 

related to speech and expression but right now Privacy is most important for the individual as 

well as country.
3
 

Most industrialized countries' constitutions explicitly contain or inferentially incorporate 

related to the basic right of individual is privacy as well as jurisprudential parameters related 

to solitude have been addressed in many contexts.
4
In the 1970s, however, we know that in the 

present technology computer has store as well as they have more volumes of data that relative 

easily by self-regulation procedures were introduced, the specific privacy issue of personal 

data protection became a significant source of worry in modern nations. 

"Data protection refers to a set of privacy-related regulations, policies, and procedures aimed 

at reducing intrusion into respondents' privacy as a result of the collecting, storage, and 

dissemination of personal data.”
5
 It is a legal precaution that is used to prevent the misuse of 

computer-stored data, particularly personal data. Control and management of data creation, as 

well as the development of basic rights and obligations, are all part of data protection, as are 

penalties and remedies for data misuse. 

Background 

The origins of this patchwork may be traced back to the early 1990s, when India was 

undergoing significant political and economic transition.
6
 In the year of 1991 after the 

economic cries the untied economic authority restore the antecedent model who is more 

accurate in the present socialist nature. While Indian related to the IT as well as ITeS 

companies had profited from sector-specific liberalization initiatives from the late 1970s
7
. 

Early 1990s regulatory changes also cleared the door for gradual telecom sector 

liberalization, resulting it shows that after the passes of time country becoming one of the 

most fasted as well as largest internet user in the world in view of user basic.On March 2019, 

India surpassed China with 451 million monthly active Internet users. It is estimated that 65% 

of these consumers utilize the Internet on a daily basis.
8
 While the Internet penetration rate is 

currently just 36%, thanks to public and private sector initiatives, a considerable number of 

these users have been added in the recent decade. India has a long way to go when it comes to 

                                                           
3
Nikolay Omelchenko, Protecting Human Rights In Digital Age, The Human Being In 

ContemporaryPhilosophical Conceptions, Pg. 287 
4
Ryan Moshell, Comment, The Outlook foraSelf-Regulatory United States amidst aGlobal Trendtowards 

Comprehensive Data Protection, Tex. Tech L. Rev. 357 - 373 (2005) 
5
OrganizationFor Economic Co-Operation andDevelopment, Data Protection, Glossary ofStatistical Terms 

6
Data of 2016 

7
Gopalakrishnan (26 April, 2016) 

8
IAMAI (2019) 



International Journal of Integrated Studies and Research 
 

Volume 2, Issue 1  ISSN 2582-743X 
 

©IJISAR   pg. 73 
 

critical infrastructure protection, cyber warfare policy, cyber terrorism, cyber espionage, e-

governance cyber security, ecommerce cyber security, bank cyber security, and, most 

importantly, data security. 

Cybersecurity and Data Protection 

This represents 10.83 percent of the world's total internet users, and it ranks second on the 

world's list of internet users. As we know that at the present time every one depends on the 

internet for any of the sources need but they all are unaware related to the problem which can 

happen because of heavy access of internet. 

Today, when we discuss privacy, we frequently refer to personal autonomy since it concerns 

personal information. The right to regulate the acquisition and use of one's personal 

information, even after it has been disclosed to others, is referred to as privacy. When people 

give information to a doctor, a merchant, or a bank, they expect the professionals or firms to 

collect the information they need to provide a service and use it solely for that purpose. They 

also expect to be able to object to any future use of the information. The adoption of 

principles of fair information practices such as notice, choice, access, security, and 

enforcement are critical to protecting an individual's autonomy by assuring the protection of 

his privacy interests.
9
 

The internet has given rise to a plethora of innovative services in recent years. Websites 

provide us with access to a world of knowledge, entertainment, and commerce. As we know 

that online exposes companies' and individuals' data to the risk of third parties accessing 

private, personal information, perhaps exposing them to liability. 

The militarization of space and cyber security has been listed by the Indian government as 

one of the country's five medium-term dangers or challenges. The threat of cyber security, as 

well as its links to international terrorism and security policy, is a key concern that must be 

addressed. This is a dilemma for India's national security and data protection, and the only 

way to solve it is through international cooperation.
10

 

In India there are different right given to the individual as per constitution but right to privacy 

does not consider as an important provision. As we know that right which are related to 

privacy contains various dimensions, with informational privacy being the most vulnerable in 

cyberspace. In India, there are currently no rules that require websites to explain how they 

gather and use visitor information.  
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Aspects of Cybersecurity through Data Protection 

“You can have security and not have privacy, but you cannot have privacy without security.” 

                                                                                                  -Tim Mather 

Recent term "privacy" comes from the Latin word "privatus" which meaning "apart from the 

others."
11

 It refers to a person's or a group's capacity to isolate themselves or information 

about themselves in order to selectively disclose themselves. We can define privacy as an 

individual's right to choose who has access to his information, when they have access to it, 

and what information they have access to. Privacy is a human requirement as well as a multi-

dimensional personal interest. Data privacy is one of these dimensions.
12

 Data protection, on 

the other hand, refers to the safeguarding of sensitive personal data, confidential 

information
13

, intellectual information, and trade secrets, including software codes. 

The Indian Constitution, the Information Technology Act, the Indian Penal Code, and other 

privacy regulations all fall under the category of data protection. It also comprises rules and 

practices aimed at reducing the amount of data collected, stored, and disseminated that 

intrudes on one's privacy. The term "personal data" specially used for convey information as 

well as data that is unique to an Individual as well as it is used to distinguish person from 

other people's information or data. 

The right to privacy is described as the right to privacy of a private party as well as their 

constitutional rights against the government. The internet has become a vital tool for 

disseminating information through a range of channels. Websites can track their visitors’ 

using cookies and tracking software. They may keep track of users' internet actions as well as 

collect data on their particular likes and preferences. 

"Protection of Life and Personal Liberty: No individual shall be deprived of his life or 

personal liberty except according to procedure established by law," so as per Indian 

constitution there is related article of 21 in which the term Privacy is very general as well as 

important right for the individual and it come under part II. In disparate dimensions, privacy 

is recognized basic right of the individual in every country as well as international level. 

Cybercrimes in India 

Cybercrime is any crime involving a computer, the internet, or both. The following two types 

of cybercrime can be identified: 

 Computer as a target (Physical Attack, Hacking, Virus, Worm, Trojan Horse, Denial of 

services) 
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 Computer as a weapon (Pedophilia, E-mail Spoofing, Defamation, Identity Theft, Theft of 

Internet hours, Data diddling, Cyberstalking, Cyberterrorism, Child Pornography, Forgery, 

Investment Fraud) 

CURRENT DATA PROTECTION AND CYBER SECURITY IN INDIA 

In India, common law torts and constitutional law were used to safeguard privacy, which was 

recognized as a core human right by the Universal Declaration of Human Rights in 1948.
14

 A 

person can be held tortuously accountable for invading another's privacy without their 

consent, even though this right is implicitly recognized in constitutional law
15

 and is subject 

to reasonable State-imposed restrictions. The IT Act of 2000, on the other hand
16

as well as is 

largely regarded as the most well-known piece of data-protection legislation.
17

 

Constitutional Laws 

Rights related to privacy is also become heart of data security. Furthermore, the right to 

property is recognized as a constitutional right
18

 in India by Article 300A of the 

Constitution.
19

 As a result, this right includes intellectual property in data.
20

 

In present time the government of India passes law every day as well as to solve the problem 

of cyber- security they also passed various laws to protect the basic rights of the humans as 

well as at the international level there are different type of laws to help related to the basic 

right of the humans. So, for Protection for Human Rights the legislature passes a law in the 

year of 1993 Act, as per this law, there are different think that can be established such as 

commission related to national as well as state related problem, it also provides the basic 

think to solve the matter of human right is their respective courts (all these thinks can be 

provided for safe and improve basic right related to human).
21

 

Information Technology Act, 2000 

The first law passed by the Indian legislature related to the cyber security on the respective 

year 2000, after this this called has been named as an IT Act. If the offence included a 

computer or network in India, as well as these laws applied from all over country and even 

also thy apply on Indian citizen.  
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The cybercrimes were divided into three categories by this act: 

• Individuals are the target of cybercrime. 

• Organizational cybercrime. 

• Cybercrime as a Threat to the Public Good 

There are 94 sections in this act, grouped into 19 chapters and four schedules.  

Intellectual Property Rights Laws 

Copyright protection is provided by Indian legislation for computer software. "Prescribes 

mandatory punishment for copyright theft commensurate with the nature of the offence," 

according to the Indian Copyright Act of 1957.
22

 Computer programs aren't patentable in and 

of themselves; they can only be patented in conjunction with hardware.
23

 As a result, 

copyright is the favored mechanism of computer software protection in India, based on 

historical experience and present rules. 

Information Technology Amendment Act, 2008 

The President signed the IT Amendment Act 2008 (ITAA) on February 5, 2009, and it went 

into effect on October 27, 2009. (Information Technology Act, 2000) The following are some 

of the ITAA's distinguishing characteristics: 

 Published insulting, misleading, or threatening information (three years in prison or a fine, 

or both) was added to Section 66A 

 The importance of data privacy is being highlighted 

 Information Security is the focal point of our efforts 

 Determining what constitutes an internet café is a difficult task 

 Making the technology of digital signatures neutral 

 Creating a list of acceptable security practices for businesses to follow The Intermediaries' 

Role Redefined 

So, after the various cases the higher court of India (Supreme Court) stated that section 66A 

related to Information Technology Act is unlawful and repealed it in March 2015. According 

to the court, this section is gone beyond the basic foundation of it as well as it also offends 

the basic right of individual which is related to speech as well as expression. which are two of 

democracy's most important pillars. The passage must be struck from the books, according to 

the court, since it goes far beyond the Constitution's reasonable limits on freedom of speech. 

By recognizing electronic records and digital signatures, the IT Act of 2000 established a 

legal basis for electronic governance. At the same time, many specialists in this sector believe 

that the IT Act of 2000 (National Crime Records Bureau) is ineffective in dealing with 
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various growing cybercrimes such as cyber harassment, defamation, stalking, and other forms 

of cybercrime. 

National Cyber Security Policy, 2013 

The scheme related to the security of cyber at nation level was produced by the Department 

related to Electronics and Information Technology. Cyber-attacks are defended against both 

public and private infrastructure. It also protects internet users' personal financial and banking 

facts. National Cyber Security Policy Objectives: 

 To increase the adoption of IT by fostering trust and confidence across the economy 

 Create new security policies that are universal 

 To tighten up the rules already in place 

 Establish a 24-hour-a-day, seven-day-a-week system for gathering information on cyber-

threats. 

 To preserve and improve the integrity of IT products and services 

 The Government of India (GOI) aims to train and develop 5 lakh professionals through 

skill development and training 

 To prevent cybercrime losses and preserve personal information and privacy 

Criminal Laws 

Because there is no specific criminal penalty for violating data privacy under any provision 

related to Indian Penal Code, "liability for data-related breaches must be inferred from 

tangentially related offences," according to the IPC. "Dishonest misappropriation or 

conversion of 'movable property' for one's personal benefit" is punishable under "Section 403 

of the Indian Penal Code," for example. 

As a result, "despite the lack of precedent supporting this interpretation, arguably, movable 

property includes computer-related data and intellectual property." When a person shares 

personal information with another person, there is a level of trust involved. If this information 

is revealed to a third party, criminal penalties for a criminal breach of trust may be imposed.
24

 

In addition, the IPC makes it a crime to conceal or remove property dishonestly or 

fraudulently,
25

 as well as related to any individual done any think wrong such as cheats and 

thereby dishonestly compels the person in possession of the property to deliver it. 

Information Security Task Force (ISTF) 

Because cybercrime is on the rise in India, the government created a special force to cover all 

the problem related to the security of cyber and it known as ISTF as the main body 

(according to Talwant Singh's 2015 report on Cyber Law and Information Technology). The 

Task Force looked at and discussed topics including: 
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 National Threat Perceptions of Information Security Critical Minimum Infrastructure to be 

Protected 

 Identification of important technology as well as methods and means of assuring 

information security 

 To ensure information security, legal procedures are essential 

 Information Security Awareness, Training, and Research 

The Credit Information Companies (Regulation) Act, 2005 

"While processing credit data," the Credit Information Companies (Regulation) Act of 2005 

"imposes requirements on credit information companies, credit institutions, and designated 

users."  "The Reserve Bank of India could be deemed a specialized data protection authority 

in the sphere of credit information" on this basis, according to the report. 

SHORTCOMING IN THE CURRENT LAWS ON DATA PROTECTION 

Despite the fact that India has been proactive in enacting data protection legislation, it still 

has a long way to go before reaching the levels of protection provided by international data 

protection treaties. In India, data protection must be evaluated critically, and flaws must be 

identified. 

The Indian data protection system is best defined as a web, in which different protections are 

supplied through diverse sources, and the web snags some infractions while leaving gaps and 

holes for others to get through. Indian enterprises and the Indian government prepared 

revisions to the IT Act of 2000 and other data-protection legislation to remedy the gaps. 

Despite the fact that adoption of the updated data protection law was expected in 2004, the 

proposed legislation was shelved due to a change in government in that year.
26

Whether the IT 

Act is updated or new legislation is adopted to guarantee the integrity of transferred data, the 

new rules must provide effective enforcement in order to comply with the Directive's 

"adequacy" standards and the US's Safe Harbor privacy principles. Following the 

implementation of the new rules, India will begin discussions with the European Union to 

gain recognition as a country that provides an appropriate degree of personal data protection. 

The passage of a law that appears to protect data is only the first step in the effort to keep data 

safe. Even if India has adequate data protection regulations in place, the ultimate test of 

whether they would be effective in deterring wrongful data piracy is whether they will be 

effective in deterring wrongful data piracy. In this context, two difficulties are addressed. The 

first question is whether or not punishment is effective in deterring criminal behaviour. If it is 

determined that proper sanctions are effective in preventing and deterring crime, the next 

question is whether wrongful data appropriation will be adequately punished in India to serve 

as a deterrence. Alternative enforcement methods for data privacy infractions must be 

devised if the Indian enforcement system is shown to be insufficient. For this aim, India 
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needs to establish a system of specialized courts to pursue cyber-infringement crimes, such as 

data privacy offences. 

Allowing the strengthening of India's data protection regulations, the broader legal system 

will need to be changed to address data protection enforcement. Establishing a national 

centralized enforcement organization dedicated to and educated in electronic data piracy and 

enforcement is one of the proposed remedies for filling the enforcement deficit. This national 

entity must be granted the power to enforce laws across state lines. Furthermore, having 

specialist local police enforcement units that are specifically educated and maintained to spot 

instances of data piracy offences and take action against them is critical. Finally, substantial 

court reform is required to reduce administrative burdens, expenses, and delays, as well as to 

ensure that cases are resolved quickly and with deterrent fines and damages. 

EFFORTS TAKEN BY INDIA TOWARDS DATA PROTECTION 

As a result of international pressure, both the government and the private sector have been 

pushed to address the situation by establishing some type of data protection system. In this 

chapter, the researcher focuses on two significant endeavors. Setting up of the Data Security 

Council of India. The “Data Security Council of India as a self-regulatory initiative in data 

security and privacy protection (DSCI). The DSCI was founded as a result of NASSCOM's 

continued efforts to ensure that the Indian information technology industry operates in a 

secure environment that can be compared to the rest of the world.” 

“The Data Security and Privacy Institute (DSCI) is a self-regulatory organization based on 

the notion that industry, not government, is best placed to define acceptable data privacy and 

security standards because it has a better knowledge of the real commercial difficulties 

involved”. The DSCI is expected to evolve and respond well to world events if this strategy is 

followed. 

Personal Data Protection Bill, 2019 

On 11 December 2019, the Ministry of Electronics and Information Technology introduced 

the Personal Data Protection Bill 2019 (PDP Bill 2019) in the Indian Parliament. As of March 

2020, a Joint Parliamentary Committee (JPC) is examining the Bill in cooperation with 

experts and stakeholders. Meenakshi Lekhi, a BJP Member of Parliament (MP), chairs the 

JPC, which was established in December 2019. Despite being given a tight deadline to 

complete the draught law before the 2020 Budget Session, the JPC has requested more time 

to review the Bill and confer with stakeholders. 

The bill addresses personal data protection procedures and proposes the establishment of an 

Indian Data Protection Authority. The 2019 Bill includes some crucial features that the 2018 

draught Bill did not include, such as the central government's ability to exempt any 

government agency from the Bill and the Right to Be Forgotten. 
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The Ministry of Electronics and Information Technology established a committee to explore 

data privacy problems in July 2017. Justice B. N. Srikrishna, a retired Supreme Court judge, 

presided over the committee. In July 2018, the committee submitted the draught Personal 

Data Protection Bill, 2018. The bill was approved by the Indian cabinet ministry on 4 

December 2019 as the Personal Data Protection Bill 2019 and tabled in the Lok Sabha on 11 

December 2019 after further deliberations. 

The purpose of the bill is to: “provide for the protection of individuals' privacy in relation to 

their personal data, specify the flow and use of personal data, establish a trust relationship 

between persons and entities processing personal data, protect the fundamental rights of 

individuals whose personal data is processed, establish a framework for organizational and 

technical measures in data processing, establish norms for social media intermediaries, cross-

border transfer, and accountability”. 

Data Protection Law, 2021 

India lacks a specialized privacy as well as law related with protection of data and they also 

pass Bill related to protection of individual data and it became country's first draught. For 

further examination and discussion as well as related bill was transferred to committee of the 

Joint Parliamentary. Committee has finalized and endorsed its recommendations to the PDP 

Bill after over two years and hundreds of meetings with various stakeholders to gather 

evidence, statements, and research. The Data Protection Bill, 2021 (DP Bill) contains the 

JPC's suggestions on suggested amendments, the most notable of which is the bill's 

broadened scope, which now seeks to govern both personal and non-personal data. The 

purpose of this essay is to provide an outline of some of the major changes in the DP Bill and 

their potential impact on businesses. 

2017: As per the case of  K.S. Puttaswamy (Retd.) v. Union of India
27

 (Puttaswamy ruling), a 

Constitutional Bench of judges of the Higher court of judiciary in India (SC) , so in this case 

all the judges said that the right related to privacy is basic right of individual as well as they 

also said that the term privacy also consider under the article 21 which relates to life as well 

as personal liability of individual The Supreme Court further stated that privacy protection 

necessitates a separate privacy and data protection law. As a result, the Justice Srikrishna 

Committee was formed, and its report was submitted together with a draught Personal Data  

2018: Protection Bill, 2018 for stakeholder feedback. A White Paper was created with related 

to Information and Technology ministry to elicit public input on the shape that a data 

protection law should take. 

2019:  In this present year the bill related to protection of individual data securityPDP Bill 

was come under hand of Lok Sabha (lower house of Indian Parliament). 
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2020: PDP Bill was referred to JPC for further deliberations and review. 

2021: JPC finalized and adopted its recommendations in DP Bill and the report has been 

tabled before the Parliament in its winter session. 

Highlight of Aadhaar Judgement  

 The Supreme Court affirmed the legality related to Aadhaar Act, finding it sufficient 

security measures as well as it adopted to secure data and that it is wrong to conduct 

surveillance on persons based on their Aadhaar numbers. The government was ordered by 

the court to establish better security measures and to shorten the time that data is stored 

 The requirement that Aadhaar be linked to a PAN card has been upheld 

 It was decided that no one will be denied benefits under a social assistance scheme 

because of a lack of Aadhaar identification 

 The Aadhaar Act's provisions authorising data sharing on the basis of national security 

were found to be illegal and overturned by the Court. 

CASE STUDY 

 Kharak Singh v. State of Uttar Pradesh
28

 

As per this case, the highest court of India (Supreme Court) bench of seven judges decided 

the constitutionality of legislation permitting that are given to police related to private 

overtake as well as observation related to records which are unlawful in nature of law. They 

proclaim related statutes were unconstitutional because it’s inferenced the basic right of 

individual related to the privacy as per Article 21's "personal liberty" provision. On the other 

hand, most of the judges does not agree to interpret the related article related with the right of 

individual. 

“The right of privacy is not a guaranteed right under our Constitution, and therefore the 

attempt to ascertain the movements of an individual is merely a manner in which privacy is 

invaded and is not an infringement of a fundamental right guaranteed in Part III.” 

Nonetheless, most of the people recognized related to non – statutory law related to people to 

apricate the benefit of the non-statutory law from their homes as well as it agreed with 

traditional adage related to "a man's home is his castle." Domiciliary visits were ruled illegal 

by the Court.  As per Justice Subba Rao, “It is true, our Constitution does not expressly 

declare a right to privacy as a fundamental right, but the said right is an essential ingredient 

of personal liberty.” 
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 Mr. 'X' v. Hospital 'Z’
29

 

As per this case, highest court of India Supreme said that the scope of a blood donor's is the 

basic right related to keep secret information of any medical information, in present case of 

Mr. 'X' v. Hospital 'Z'. In this instance, the respondent institution divulged that the blood 

donor was an HIV patient without the donor's consent. The donor's planned marriage was put 

off as a result, and he became a social outcast. While medical records are confidential, the 

Supreme Court ruled that doctors and hospitals might make exceptions when their 

nondisclosure would endanger the lives of others, such as a blood donor's intended wife. 

 District Registrar v. Canara Bank
30

 

The Supreme Court handed down one of the most significant judgements on the right to 

privacy in the case of District Registrar v. Canara Bank. In this case the court said that 

validity of any act related to Stamps clause get questioned in the respective case. it’s 

challenged segment permitted certain state officers related to ability to access premises and 

check any records, registers, books, or papers possessed by any public officer in cases of 

artifice as well as oversight related to some obligation which is unsettled to respective recent 

government.  

 Selvi v. State of Karnataka
31

 

In this case, Supreme Court ruled that involuntary narco-analysis, lie detection, and BEAP 

tests violated prescribed privacy bounds. A medical evaluation cannot justify the 

infringement of constitutional rights. In circumstances where a DNA test is eminently needed 

to obtain the truth, the Court has the authority to order a medical examination of a person. 

 Sarda v. Dharmpal
32

 

As per this case, the highest court of India said that, despite being read as per article 21, 

which consider with the right to individual freedom it cannot be interpreted an absolute right. 

Even though it would violate his right to privacy, a person could be exposed to a medical test 

in order for the Court to reach a just conclusion. The Court came to the conclusion that a 

balance must be struck among with the individual rights of every people. It is necessary 

related to establish a strong as well as agreeable relationship among communal effect as well 

as individual freedom. 
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 Shreya Singhal v. Union of India
33

 

In this case, constitutionality of section 66A related to Information Technology Act 2000, 

which related with penalties of delivering inflammatory communications by communication 

services and other means, was questioned. For a variety of reasons, the outcome of this case 

is critical in the history of the Supreme Court. The Supreme Court went so far as to declare a 

censorship law established by Parliament to be completely illegitimate. The Court's decision 

expanded the breadth of Indian citizens' right to freely express themselves and limited the 

State's ability to restrict this freedom unless in the most extreme circumstances. While 

delivering this historic decision, Justice Nariman wrote “The liberty of thought and 

expression is not merely an aspirational ideal. It is also a cardinal value that is of paramount 

significance under our constitutional scheme. None of the grounds contained in Section 19(2) 

were capable of being invoked as legitimate defenses to the validity of Section 66A of the IT 

Act. Any law seeking to impose a restriction on the freedom of speech can only pass muster, if 

it is proximately related to any of the eight subject matters set out in Article 19(2) and must 

pass two tests (a) clear and present danger and (b) the probability of inciting hatred.” 

After looking at how the basic right of individual related to privacy had evolved in India, 

result related to legal rulings, it's time to look at how the judiciary has viewed the right to 

informational privacy, or data protection. 

CHALLENGES OF CYBERSECURITY POLICIES OF INDIA 

 Since India has the nation's leading in the use of online services, it is critical that its 

citizens gain better understanding related to computer crime as well as prevention 

strategies. 

 Government scheme Often Slow to Take Advantage of India's Intellect: India has a 

tremendous pool of candidates, although its scheme has failed related to maxima it. 

 An absence of complete approach: India could incorporate specialists first from 

application related to instruction as well as conveying innovation, but instead of 

concentrating solely upon digital technologies. 

Insufficient participation from financial market: The scheme making mechanism should also 

include appropriate participation from the corporate companies, especially beginning. 

RECOMMENDATION & SUGGESTIONS 

As our global flow of personal data expands, data protection is becoming increasingly 

important. While the European Union has passed rigorous data protection legislation, and the 

United States has struck an agreement with the EU to provide protection, Indian rules remain 

inadequate. India is expected to pass legislation that would provide adequate protection for 

personal data in the near future. Unfortunately, the problem that has to be addressed in India 
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is much bigger than enacting harsh protectionist legislation. If laws are administered with 

precision and speed, they can operate as a disincentive to wrongdoing, both of which are 

woefully lacking in the Indian court system. Unless addressed, India's systematic 

enforcement challenges, particularly unresolved cases owing to court hold up, would resume 

with furnish the country's related to security of data legislation ineffective. 

Finally, the researcher recommends some legislative policy frameworks that the Indian 

government should embrace if it is serious about establishing a data protection regime in the 

country. They are as follows: 

 Data policing - A nationwide system for implementing and enforcing data protection laws, 

investigating data-related offences, and providing training related to computerized 

information stealing as well as execution will essentially established.34 

 Surveillance law - As people become more conscious of the need of data protection and 

technical advancements, numerous countries have determined that "special legislative 

measures on data protection in the sphere of video surveillance" are "essential." However, 

it is important to avoid overlapping or strict regulations, as well as a legal framework that 

is overly general. India needs to assess and priorities the consequences of pervasive 

surveillance on citizens' freedom of movement and conduct. 

 India should make use of its vast skill and capability pool. India's tremendous talent and 

capabilities in cyber security, according to the Anshuman and Mondal Report 2015, are 

one of the country's greatest assets. The country boasts one of the world's greatest talent 

pools, with a workforce that is highly educated and technologically proficient. 

 Awareness campaigns - India has to launch enough public awareness campaigns so that 

the majority of its inhabitants are aware of cybercrime and how to avoid it. 

 Increase sanctions and punishments - India needs to make cybercrime and other crimes as 

severe as possible. 

 Collaboration - To develop India's legal framework for cybersecurity, the government 

should collaborate with industry and civil society organizations. 

CONCLUSION  

In India, cyber security management is a sophisticated process including several factors. It 

necessitates both technological know-how and legal adherence. Some nations' cyber security 

legislation has outlived their usefulness. Legislators all across the world are grappling with 

the techno-legal orientation demanded by cyber security laws. 
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It is widely regarded among techno-legal professionals that Indian legislation such as the 

Information Technology Act and the Telegraph Act require urgent revision in order to keep 

up with the intricacies of the quickly changing cyber world. 

India still has a long way to go in terms of dealing with concerns such as critical 

infrastructure protection, cyber warfare policy, cyber terrorism, cyber espionage, e-

governance cyber security, ecommerce cyber security, bank cyber security, and data 

protection, to name a few. Individuals and corporations must also protect themselves against 

cyber-threats. India's government is developing a cybercrime prevention strategy. However, 

even the most basic task of collecting digital information from overseas businesses such as 

Google is complicated by international restrictions in the enforceability of one jurisdiction 

over another. 

Cyber security through data protection is a vital to India's economic success in today's 

information era, and the government's and industry's efforts should be reflected in this 

realization. India needs to use the strengths of the public and private sectors to handle cyber 

security concerns. While sharing data with Indian entities, it's equally important to think 

about cyber security from the perspective of other countries' concerns. India will develop 

itself as the world's information hub and a safe haven for people all around the world if it 

maintains this open approach. 

These opposing forces are reflected in India's evolving cybersecurity and data protection 

policy landscape. India continues to implement regulations to support and defend the growth 

of its digital economy, from the Information Technology Act in the 2000s through the 

draught Personal Data Protection Bill and the Consumer Protection Act more recently. At the 

same time, these and other laws contain measures that assure the transparency of 

communication flows to the state, providing law enforcement authorities unrestricted access 

to Indians' data, and the state's authority to control such flows when they are thought to 

constitute a security threat. Other parts of cyber security policy, such as cyber defense, have 

taken a backseat due to the emphasis on surveillance and control of digital environments. 


